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Threat intelligence for a sector under pressure

CI-ISAC Australia  |   Health Cyber Sharing Network (HCSN)  |   May 2026
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Federally Funded
an initiative of the Australian 

Cyber Strategy

Navigating cyber threats in 
Aged Care



Setting the Scene

Three Converging Pressures on Aged Care
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State actors. Organised Crime. 
Accelerating campaigns.

In 2025, State-sponsored groups 
MuddyWater ran simultaneous 
campaigns across healthcare, financial 
services and higher education. 

Ransomware groups fragmenting & 
reforming faster than attribution-based 
defence can track

Aged Care Act 2024.  Board Obligation. 
Criminal penalties. 

Since November 2025, cybersecurity is 
now a board-level legal obligation. 
Failures carry criminal penalties. 

Security of Critical Infrastructure (SOCI) 
Act reforms propose bidirectional 
threat sharing as national priority

More capability. More attack surface. 
Legacy risk. 

Telehealth, remote monitoring, AI tools 
for clinical health – more technology 
means more doors into your building. 

Legacy clinical systems create 
persistence vulnerabiities that don’t 
disappear when you buy something 
new. 

Healthcare most targeted sector in 3 of 4 quarters in 2025 — more than financial 
services or government



The Challenge
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AI matters. But the infrastructure we rely on to make sense 
of it is breaking down
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NIST / NVD - Global Public Goods

US pulling back from global vulnerability triage at the worst 
possible moment

Hours

window between vulnerability discovery and weaponisation — 
down from days

Signal-to-noise ratio worsening
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THE CORE QUESTION FOR AGED CARE:
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Common mistakes: chasing every CVE alert  •  buying products that don't integrate  •  treating compliance as security  •  underestimating your people as threat vectors



The Reality

How Breaches Actually Happen
FulcrumSec hit Avnet, YouX and LexisNexis in 6 months. No AI exploit chains — just unpatched frontends and human error.
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Falls for a low-effort 
crypto scam on 
LinkedIn — 
credentials harvested
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Buys gift cards after a 
WhatsApp 
impersonation scam 
targeting the CEO

Graham
HR

Inadvertently hires a 
foreign intelligence 
asset — no 
background check 
conducted

t ŉ╜ŦĂ
CIO

wśĊĵ ŉ■ℓ źŉ◘▓ Ă 
ľ◘■źśŉś■ľś  Ŏ╜Ċ╙ Ă 
aوخ  ♫ŉ◘ŕ ĵ ľĊ Ċ╙ĂĊ 
╜■Ċś┼ŉĂĊśℓ Ŏ╜Ċ╙ 
■◘Ċ╙╜■┼ ╜■ Ċ╙ś ℓĊĂľ╫

Tariq
FINANCE

Opens phishing email, 
convinces helpdesk to 
bypass controls, runs 
malware manually

The threat is real. The vector is embarrassingly mundane. User awareness + sensible access controls remain your most reliable defence.



Aged Care Context
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Aged Care
Provider
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Hospitals &
Emergency Services

Pharmacies &
Diagnostics Home Care

Platforms & IoT

Federal & State
Depts

Insurers &
Payment Systems
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• Ransomware on a GP clinic disrupts medication management for residents the same day. Care-at-home IoT devices expand your attack surface into patients' 

homes.
• Supply chain compromise via shared MSP can affect dozens of providers simultaneously. Intelligence siloed to one provider misses the cross-sector pattern.
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• The dominant pattern this quarter wasn’t attackers breaking 

through front doors - it was attackers walking through supplier 
relationships, compromising a single SaaS platform and inheriting 
access to hundreds of downstream organisations simultanously. 

• The OAIC is clear: your supplier's breach is still your compliance 
problem



CI - ISAC Australia

Relevant. Australian. Actionable.

INTELLIGENCE IN ACTION — REAL OUTCOMES

Australian-first triage
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Cross-sector visibility
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Proven at scale

A national health insurer caught 2 critical 
cases their own internal systems missed 
entirely — intelligence the sector network 
surfaced first.

National Cyber Threat Level : ELEVATED The useful question: not ‘should we worry’ - but ‘what 
matters most right now?



The Model

!  b śĊŎ◘ŉ╫ ◘ź Çŉĵ ℓĊ

COMMERCIAL THREAT INTEL VENDORS

✕ Generic global feeds

Not calibrated to Australian critical infrastructure or aged care sector

✕ Point-in-time products

You pay for the tool; you're still responsible for connecting the dots

✕ Siloed intelligence
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✕ Cost vs. coverage trade-off

Small and mid-size providers often priced out of meaningful capability

✕ Integration complexity
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CI-ISAC COLLECTIVE DEFENCE MODEL

✓ Shared intelligence network

What one member sees, all members benefit from — the network gets smarter with every 
incident

✓ Australian sovereign capability

Purpose-built for AU critical infrastructure; no offshoring the triage problem

✓ Cross-sector visibility
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✓ Scales to all maturities

From single-site residential facilities to 14,000-bed national operators — same intel feed

✓ Bidirectional sharing
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Under the Hood
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Case Study -  CLICK FIX

Member Flags

Victorian health provider 
notices unsual ClickFix advisory. 
Reports through the HCSN 
network. 

Analysis

CI-ISAC analyts run assessment. 
Identify 70 indicators of 
compromise. 
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Structured advisory distributed 
to all members. Total time: 1 
day.  
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Emergency service provider 
revealed similar analysis took 
their team many weeks to 
complete independently. 

1 Day

vs many weeks for an independent team to 
produce the same analysis



HCSN in Aged Care

For Every Level of Maturity
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Small providers:
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Mid-tier regionals:

Build towards active cyber defence posture; 
HCSN membership is auditable evidence of 
active governance for the Aged Care Quality & 
Safety Commission.

Large nationals:

Full bidirectional sharing: contribute sector-
level visibility; gain cross-sector pattern 
intelligence unavailable from commercial 
vendors.

← INCREASING MATURITY & SCALE →
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The Regulatory Picture Has Changed
AGED CARE ACT 2024

Board-level legal obligation
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SOCI ACT  —  SLAY REVIEW 2026
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Dr Jill Slay AM's independent review identified gaps in cross-sector intelligence 
sharing. It confirmed that organisations both receiving and contributing intelligence is 
a priority national capability. CI-ISAC's model already meets what the review says 
Australia needs.

AGED CARE QUALITY & SAFETY COMMISSION

HCSN membership as audit evidence
HCSN membership provides verifiable evidence of active cyber governance in an audit 
context. It demonstrates that you're not just aware of the threat — you're doing 
something structured and ongoing about it.

The question is no longer whether cybersecurity is a governance issue — the law has answered that. The question is whether you have the right tools and 
relationships in place.
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Practical Guidance
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01

Get the basics right first

Patch internet-facing systems. Enforce MFA on every account. Fix cloud permissions and 
segment your networks. These controls predate AI-enabled threats — and they remain 
the most effective defence.

02

Treat your vulnerability backlog as operational risk
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The question isn't 'how fast can we patch?' — it's 'which patch matters to aged care 
systems?' Intelligence that helps you prioritise beats faster tools that point you in every 
direction at once.

04

Take people seriously as a threat vector

Phishing, BEC, fake contractors, social engineering. Consistent, scalable, and completely 
independent of whatever AI announces next. User awareness and sensible access controls 
are your most cost-effective defence.
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Many will emerge. Most won't integrate with your stack, improve your posture, or justify their cost. Add capability deliberately, not reactively — the best test is: 'Does it help us prioritise?'
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Aged care providers at every scale of maturity are building Australia's 
collective cyber defence through HCSN.

Start a 6-Month Pilot

Federally funded via Home Affairs. Zero upfront cost.

ci-isac.org.au/hcsn

What you get from day one:
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Triage-ready intelligence — know what to prioritise in your 
environment, not just globally
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Visibility across threat actors, CVEs, malware, and affected Australian 
sectors

Auditable evidence of active cyber governance under the Aged Care 
Act 2024 & SOCI


